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ABSTRACT The arrival of the connected and/or autonomous cars offers countless opportunities for both
the user and service provider. In this paper, we present a novel solution for tolling transaction using ITS-G5
technology. Specifically, it investigates how to secure tolling transactions performed with the cooperative
intelligent transportation system (C-ITS) equipment and the tolling server as a trusted party. In this novel
solution, we consider ITS components using the ITS-G5 technology with features specified by the European
Telecommunication Standardization Institute (ETSI): RoadSide Unit (RSU), On-Board Unit (OBU), and
the standardized architecture of the Electronic Fee Collection by the International Organization for Stan-
dardization (ISO). To perform the tolling transaction, a point-to-point protocol must be established between
the RSU of the infrastructure and the OBU embedded in the vehicle. Therefore, we design an efficient
architecture that ensures the security of exchanges is guaranteed by the security back office of the tolling
server as a trusted party. From the application to the service and until its usage, some security requirements
are verified: mutual authentication between all entities involved in the transaction, confidentiality, integrity,
and non-repudiation of all exchanged information. The certificate usage combined with the signature process
certifies the mutual authentication between each entity: the OBU with the RSU, the payer with the service
provider and the RSU with the tolling server. The encryption of the messages and the verification of the
signatures ensure the confidentiality, the integrity and the non-repudiation of all exchanged information. The
safety and efficiency of the proposed method are validated through its formal verification using the security
protocols verifier tool AVISPA (Automated Validation of Internet Security Protocols and Applications).
Furthermore, the proposed architecture requires reasonable resources which will be suitable for vehicle-
to-infrastructure (V2I) communications.

INDEX TERMS C-ITS, ETC, secure transaction, ITS-G5.

I. INTRODUCTION
Recent research in Intelligent Transportation System focuses
on different possible use cases. Among them are the point-to-
point communication between the service provider and the
customers. In fact, many researches have been done and yet
it is still in the process to enhance the transportation safety
and to improve its related services. In this paper, we deal
with the payment application with Cooperative Intelligent
Transportation System (C-ITS) equipment, more specifically
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approving it for publication was Parul Garg.

to exchange the Electronic Toll Collection transaction (ETC
Transaction) between the RSU of the infrastructure and the
OBU embedded in vehicles.
With this prospect of deployment of C-ITS in cars and on
European roads, Sanef, a toll motorway operator in France,
is involved inmany national and European projects that aim to
deploy the suitable infrastructure to welcome connected and
autonoumous cars. So, one use case that can be considered is
a new mean to collect toll fees on highways for the connected
vehicles.
To perform the ETC system with the C-ITS equipement,
it involves two main requirements: ensuring that the vehicle
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is crossing the toll gantry or the lane, and securing the
transfer of the tolling information. The first issue is dealt in
our previous works [1], [2]. These works propose a method
using theKalman filtering and the ExtendedKalman Filtering
according to the linearity state of the kinematic model of
the vehicle. In this paper, we mainly focus on our proposed
approach to address the issue of the security of the transaction
with the ITS-G5 technology. We propose a new secure archi-
tecture for payment application dedicated to the connected
vehicles based on three main actors: RSU, OBU and the
security back office of the tolling server. It guarantees mutual
authentication between all entities involved in the transaction
along with confidentiality, integrity and non-repudiation of
all exchanged information, while considering the privacy of
the drivers identities, and preventing attacks. We validate the
proposed architecture as robust and secure algorithm through
its formal verification using HLPSL (High-Level Protocol
Specification Language).

To do, the document is organized as follow: In Section II,
the context of this research is addressed by reminding the
ETC system architecture [3], a brief state of art of the C-ITS
and some security solutions dedicated to electronic pay-
ment. In section III, the motivation of this subject is dis-
cussed. In Section IV, we will present our method to address
the issue of payment over-the-air according to our context.
In Section V, we will present the process of formal validation
of our method with AVISPA/SPAN tool and discuss about
the advantages of this proposed approach. Conclusions and
future work are given in Section VI.

II. CONTEXT OF THIS RESEARCH
A. ETC SYSTEM ARCHITECTURE
Electronic toll collection first appeared in the early eighties,
in the United States (Texas) and in Europe (France in 1985,
Norway in 1986, etc). The European Committee for Stan-
dardization - Dedicated Short Range Communication (CEN
DSRC)1standard is applicable in Europe to perform this ser-
vice. It occurs in the frequency band from 5795 to 5815MHz.
Figure 1 illustrates this frequency band allocation in the 5GHz
band, with that of the ITS-G5 technology.

To understand how does it operate, let remind the ETC
architecture model established in [3].

1DSRC in Europe has a different meaning than in the US.

FIGURE 1. Channel allocation for the 5 GHz frequency range [4].

FIGURE 2. The EFC role model [3].

According to the model illustrated on Figure 2:
• The System & Interoperability Management includes
the government authority of a local or of any state in
case of an interoperable EFC system. It defines only the
legal framework i.e. defines, maintains a set of rules of
the policy of the toll collection.

• The Toll Service Provider (or Service Provision) estab-
lishes and maintains direct business relationships with
all relevant Toll Chargers on behalf of the Service User
and provides to the users the OBU (On-Board Unit)
with the tolling application and ensures that this latter
is operating correctly.

• The Toll Charging group includes all owners of road
networks. The toll charging operates the toll system and
may provide transport services. In France, that is the
Sanef’s role.

• The User of the service is the client of the Service
Provision. The user does not need to procure separate
tolling services for each individual Toll Charging net-
work. A Toll Service Provision integrates all tolling
services.

In France, we can distinguish the ETC system with the
stop-and-go scenario and the non-stop mode with reduced
speed for the majority of tolls. For these ETC with barriers,
when the driver crosses the tollgates, different means of
payment are provided by themotorway operator to collect toll
fees: by cash, by electronic payment card, by phone through
the NFC 2 or bluetooth technology [5], by DSRC equipment.
For all these means, the suitable system to validate the ETC
transaction is deployed in every lane. For example, for the
DSRC system, in each lane, there is a DSRC beacon that can
detect the vehicle in front of the tollgate with the On-Board
Unit (OBU) which is placed on top of the windshield, and
then perform the transaction.

As we can see in the Figure 3, only the vehicle in the
coverage of the radiation pattern of the DSRC beacon can

2Near Field Communication
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FIGURE 3. ETC system with barriers.

TABLE 1. Frequency allocation in the european union [4].

communicate with this latter through the DSRC tag. For
other ETC system using Automatic Vehicle Identification
with RFID technology 3or Automatic Number-Plate Recog-
nition (ANPR) the same situation is found [6], [7].

B. COOPERATIVE INTELLIGENT TRANSPORTATION
SYSTEM (C-ITS)
In Europe, the 5GHz frequency band is allocated for V2X
communications to enable short-range and low-latency C-ITS
communications. The ITS-G5 technology is based on IEEE
802.11p specifications. The table below details the frequency
allocated for C-ITS in Europe.

The ITS road safety applications use the frequency band
defined by ITS-G5A, with the Control Channel (CCH). The
other services will use the other chanel, like Service Channel
(SCH). Currently, the ITS-G5 technology permits the broad-
cast of the traffic messages (CAM: Cooperative Awareness
Message) [8] and the events messages (DENM: Decentral-
ized Environmental Notification Message) [9].

Other use cases are studied to ensure road safety and
related services. So according to the use cases, other mes-
sages and communication profiles are specified or under
reviewing, e.g. the communication system for the plan-
ning and reservation of EV energy supply using wireless
network [10].

For our use case dedicated to perform specific services,
the SAEM (Service Announcement Message) message [11]
has been defined by ETSI organization. So, to ensure the

3Radio Frequency Identification

security of communication between ITS stations, in the
recents European projects like SCOOP@F or InterCor,
a Public Key Infrastructure (PKI) was created according
to [12]–[14] related to the broadcasting of CAM and DENM.
Some results from ISE project [15] are applied in these
projects.

C. SECURITY SOLUTIONS DEDICATED TO
ELECTRONIC PAYMENT
With the current situation, the usage of E/M-payment4 will
reach near 726 billion transactions in 2020s according to
study reports in [16]. We are facing a growing trend of using
bank cards, more and more with smartphones, virtual curren-
cies and under studies with connected objects [17]–[19].

In VANET,many studies investigate on the practices to bet-
ter secure communications [20]–[22]. Indeed, wireless com-
munications are facing numerous constraints and attacks.
In [23]–[25], we can enumerate some frequent situations that
face and threaten the security of wireless systems for instance
attacks from insider with authorized system access. To over-
come this type of attack, the trust in specific services will
be established with at least the application of authentication,
non-repudiation and integrity protocols.

If we have a look on the adopted method used for
E/M-payments, the latest recommanded protocol is the EMV
3D-secure 2.0 (3DS 2.0), the details of this later are described
in [26]. The principle ensures that the 3 domains involved
in the transaction are authenticated. Let remind that the
3 domains are: the acquirer domain (the merchant and his
bank), the issuer domain (the client and his bank) and the
interoperability domain. In this latter, the transaction can be
initiated by mobile devices or by connected equipment.

According to the context of VANET5 and objectives of
organizations specialized in security of financial transaction,
it highlights the needs to authenticate all entities involved
in the transactions. It permits to established a mutual trust
among them while guaranteeing a positive user experience.
Indeed, as a toll charger, the proposed system have to ensure
that only the provided service will be billed to the clients
through the service provider.

III. MOTIVATION OF THE SUBJECT
A. NOVEL TOLLING CONFIGURATION
In this vision to perform the ETC service with the
ITS-G5 technology, the entities involved in the system are
the connected device embedded in vehicle named the OBU
and the RSU of the infrastructure. Both of them use the
ITS-G5 technology. In fact, in the coming years, millions of
vehicles will include a powerful communication system that
will provide them with new safety and mobility services.

The real challenge for this service is to use just one RSU
to interoperate with all the connected vehicles in the toll area.

4E/M-payment: electronic/mobile - payment for commerce, not mainly
through the web but also through mobile devices and internet of things

5VANET: Vehicular Ad-hoc NETwork
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So, the RSU has to ensure both a reliable vehicle location to
validate the transaction in the right lane, and a secure commu-
nication during the transactions. The issue of vehicle location
is already dealt in [1] and [2]. In this paper, wemainly address
the security of communications issue between the RSU with
the role of Toll Charger and the OBU embedded in the vehicle
linked to a subscriber account.

The Figure 4 shows that the RSU handles communications
between each connected vehicles to validate the transaction.
Note that the range of communication for both RSU and
OBU is about 1000 meters. So the transaction can occur
some meters before the toll gate to avoid stopping (in case
of stop-and-go situation). Therefore, it appears very impor-
tant to secure the communication to avoid wireless network
attacks like the eavesdropping, Man-in-The-Middle attacks,
etc. In [27]–[30] they highlighted all relevant attacks for
VANET and proposed some solutions to identify the mea-
sures needed to address deficiencies of the system.

FIGURE 4. ETC system with C-ITS equipment.

For the proposed method, to limit the risks of attacks in this
kind of over-the-air service and to prevent from them, we sat-
isfy some requirements of security: ensure the integrity of the
exchanged data, the authentication of each entity (subscriber,
OBU, RSU, Service Provider), the non-repudiation of every
action and the confidentiality.

To secure this kind of service, the following formula sums
up the basis of our approach:

Risks = Threats× Vulnerabilities× Impact (1)

Through this equation, despite of threats, we have to act
preventively to mitigate it to reduce impact of risks to an
acceptable level.

B. RECOMMENDED SECURITY PROPERTIES OF THE
TOLLING APPLICATION USING THE ITS-G5 TECHNOLOGY
Obviously, the user will be convinced according to the reli-
abity of the service. The design of the secure architecture of

the tolling service with the ITS-G5 technology is built under
the recommandation of the standard ISO/IEC 27001 [31]
added with some requirements adapted to the context of
payment with C-ITS.

In this standard [31], it mainly recommends the compli-
ance to the ISMS (Information security management system).
First, it consists in the application of the D.I.C.T. rules:

• Disponibility [D] or Availability: Information is said to
be available when it is accessible and usable under spe-
cific conditions (authorized entities, etc). The unavail-
ability of information may be due to its destruction or
erasure, or to a malfunction of the equipment, services
or processes supporting it.

• Integrity [I]: Integrity of information ensures that it
is not modified in an undesired or uncontrolled man-
ner. Integrity guarantees the completeness, accuracy and
technical adequacy of the information.

• Confidentiality [C]: Only authorized persons can
access to required ressources, treatments or equipment.
We have to comply with the GDPR (General Data Pro-
tection Regulation) recommendation for the confiden-
tiality of personal data (according to the Data-processing
Law n◦ 78-17 of 6th January 1978 supplemented by the
Law n◦ 2018-493 of 20th June 2018). Indeed, the con-
fidentiality can be expressed as another safety factor
to preserve anonymity, as we can see on the security
protocol for road safety communication [12].

• Traceability [T]: Traceability is the fact of having ele-
ments to provide evidence of processing carried out in
relation to a resource: typically the traceability of the
treatments, their date, how they were done, and the
entity responsible for the treatment. The traceability will
permit to exploit these collected logs, for instance to
search for causes of system incidents.

Added to these requirements, we consider these following
criteria as important conditions to fullfill:

• Authentication: here our architecture proposes an
authentication in every level: not only for the client
but also for the RSU of the infrastructure and the back
office (BO) of the service provider. Later in the docu-
ment, as a notation, we will designate this BO of the
service provider as server.

• non-repudiation: indeed, because of payment service,
every transaction will be validated as proof of act (cross-
ing the toll area).

• managing the personal data: due to exchange of state
message to perform the transaction, it is crucial to define
the scope of the use of these data, the conditions of
storage of these latter. For our case, we dealt in [1]
and [2] the reasons we use it.

IV. PROPOSED METHOD
The proposedmethod to ensure secure communication to per-
form the ETC service influences on every stages: the installa-
tion of the tolling application on the OBU, subscription of the
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user to the service provider and mainly during the crossing of
the toll area. Indeed, the critical exchanges take place between
the RSU and the OBU through a secure channel protected
with the TLS protocol through the ITS-G5 technology.

A. SUBSCRIPTION & REGISTRATION
For the future road tolling with the ITS-G5 technology,
the vehicle equippedwith the tolling application can be driven
by its owner or/and also by different peoples (e.g.: rental car,
etc.). So one of the requirements to use the service is that
the payer entity should be subscribed with an ETC Service
Provider. This subscription shall give access to the service on
the whole of the countries that contract the interoperability
of the concerned service. Then, he connects with his account
on the toll application of the vehicle.
• During the user subscription, the user defines the pro-
cess for him to connect to the toll application (E.g.:
login/password, fingerprint, etc.). By saving these infor-
mation, the back office of the security part of the Toll
Service Provider generates the certificate associated to
this subscriber and the relative public key. Then, when
connecting the account the private key relative to the
public key associated to the certificate will be computed
and stored carefully. Indeed, it is not recommended to
transmit the private keys to keep them safe: they need to
be stored and handled carefully, and no copies should be
distributed.

• Also, the RSU dedicated to perform the service should
be registered to the back office of the security part of
the toll service provider. For the registration of the RSU,
the UID6 of the road operator and the toll station where
will be installed the RSU should be provided. For the
RSUs of the same road operator, the certificate with
key pair can be the same to better optimize resources in
the OBU. For the registration of the OBU, it will occur
during the installation of the tolling application in the
vehicle system. The car registration number or/and the
Unique Identifier (UID) of the ITS equipment should be
provided. By saving these information, the back office
of the security part of the Toll Service Provider delivers
the certificate with the associated public key to the ITS
station.

• Then the ITS station will compute and store the private
key associated to the public key of the delivered cer-
tificate. It is recommended to use a specific container
like SSM (Software SecureModule) or HSM (Hardware
Secure Module) to store the private key and to perform
the cryptographic signature process.

• When the payer entity connects his account to
the toll application of the vehicle (by introducing
login/password or/and fingerprint) with the car registra-
tion number, the OBU will sign this information with its
private key. Then, it will be sent to the security part of
the Toll Service Provider in order to be checked. By this

6UID: unique Identifier

FIGURE 5. RSU authentication as a Payee.

way, both the OBU and the payer entity are authenticated
and associated when crossing the toll area. After the
validation of credentials information, the back office
will send the certificate and public key associated to the
payer entity, the public key of his service provider and all
the public keys of the RSU of all road operators in order
to be able to communicate and to authenticate them later.

B. WHEN APPROACHING & CROSSING TOLL GATES
• Authentication of the Payee entity by RSU:
The RSU dedicated to tolling service broadcasts a
regular message to announce the tolling station and
tolling service (Service Announcement Message [11],
e.g. 1 message per second) signed with its private key
according to [12].
The OBU that can apply to the service should authenti-
cate the RSU with the public key of this latter (already
stored in the OBU). This step authenticates the RSU.
If everything is OK, the OBU will extract the payee
entity (RSU) information like IP address to communi-
cate with this RSU later. Indeed, for our use case ‘‘pay-
ment through the ITS-G5 technology’’, we will not use
the CCH (Control CHannel) dedicated for road safety
use cases, instead we use the SCH1 (Service CHannel).
We can see on Figure 5 the exhange information between
the RSU and the OBU to check the authentication of the
RSU as mandated by the service provider.

• Authentication of the OBU:
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TABLE 2. CAM definition [8].

After the RSU authentication step, the OBU will send
to the RSU a specific message that contains the payer
information and its certificate with public key. The mes-
sage will be signed with the private key, and encrypted
with a symmetric session key. This latter is computed
according to a prior convention of key exhanged through
TLS protocol. By this way, only the RSU and the OBU
can decrypt the message. The parameter ITSStationID-
CAM retrieved from emitted CAM of the vehicle is sent
among the payer information message (see Table 2),
it permits to associate the vehicle and the transaction.
In fact, in [1] and [2], to better locate the vehicle until
it crosses the toll gate, the RSU uses the content of this
message.
The RSU will forward the message to the Back Office
of the security part of the service provider. This latter
will check if the OBU information is not blacklisted
(obviously associated to a revoked certificate). If all goes
well, the Back Office of the security part of the service
provider will send to the RSU an OK response signed by
the private key of this security back office as a trusted
party. The public key of the OBU, the ITSStationID-
CAM and the IP address of the OBUwill be temporarily
stored on the RSU. The RSU will send to the OBU an
acceptance response to benefit the service. The message
will be encrypted with the EPuK(OBU). The OBU will
decrypt the message and will fix static its ITSStation-
IDCAM until the vehicle crosses the tollgate. By this
time, the RSU can begin the geolocation process of the
OBU. We can see on Figure 6 the exchange information
between involved entities to validate the eligibility of an
OBU to the service.

• Authentication of the Payer entity (subscriber of the
service):

When the vehicle equipped with the OBU is about
100 meters before the tollgate, the RSU requests the
OBU to send the payer information. The concernedOBU
will only decrypt it. The OBU will send to the RSU
a specific message that contains the payer information
called PAN (Personal Account Number), the message
should be signed with its private key, and encrypted with
the symmetric session key.
The RSU decrypts this latter. Then, the RSU will send
the content to the Back Office of the security part of the
ETC service provider. This latter will check if the PAN
is not blacklisted in other words, not present in the CRL
(Certificate Revocation List). If all goes well, the Back
Office of the security part of the service provider checks
the subscriber information and will send an OK response
to the RSUwith a computed token signed with its private
key, and the public key of the payer, eventually the car
registration number (For our case, we do not send the
car registration number). The RSU should temporarily
store these information and just forward the signed token
to the OBU. The message should be encrypted with the
session key.
When receiving the message, the OBU has to check the
signature of the token with the public key of the back
office service provider already stored in his account.
If this verification goes well, the OBU will send to
the RSU the same token signed with his private key.
The RSU will check the signed token with the public
key temporarily stored. If the signature is authenticated,
the RSU will wait until that the vehicle crosses a vir-
tual position which is positioned in front of the barrier,
or under the toll gantry. At this time, the RSU will send
the acknowledgement message to completely validate
the transaction.
We can see on the Figure 7 the process of subscriber’s
authentication and payment when crossing the toll
gantry.
We can see on the Figure 8, 9 the toll configuration
where the PAN is requested and where the transaction is
achieved. Here, the border area to request PAN in each
direction are placed in the way that the vehicle will be
sure to cross the toll gantry.
The achievement of the transaction will trigger on the
RSU the command to notify the central toll plaza server
about the vehicle in the concerned lane. The central toll
plaza server will send command to the concerned lane to
perform the last checks (vehicle class, etc) and to open
the barrier. If everything is OK, the RSU will send a
notification to the OBU that the vehicle can pass. The
driver will be notified by one beep or by a display on
his HMI. At the same time, the back office of charging
of the ETC service provider will book the transaction
related to this payer. By this time, the RSU should stop
the geolocation process of the concerned vehicle, and the
OBU should change its ITSStationIDCAM according
to [12].
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FIGURE 6. OBU authentication for eligibility to the service.

FIGURE 7. Subscriber’s authentication for the ETC service.

• For the payer entity, when he will disconnect his account
on the vehicle, the key pair related to his account should
be deleted from this car.

To ensure the integrity of exchanged data, we apply the
hash function SHA256. For the key transfer, we use secured
protocol as HTTPS between each ITS stations and the Back
office of security of the Toll Service Provider. The security
functions such as generating digital signature, encryption /
decryption use the ECDSA algorithm with 256 bits as key

length. The signature of messages, the encryption, and the
decryption functions satisfy the requirements for authentica-
tion, confidentiality and non-repudiation.

V. DISCUSSIONS
A. VERIFICATION OF SECURITY PROTOCOL USING AVISPA
Evaluating the robustness of the approach is an important
stage to prove its effectiveness on preventing disruption to
the normal operation. Also, it ensures that no attack could
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FIGURE 8. Relevant zones.

FIGURE 9. Configuration of the toll area.

penetrate our architecture even in the presence of intruders in
the network regarding our over-the-air context. Performing
different attacks on our approach is the best way to evaluate
its robustness. In this context, different tools are proposed
by the litterature: AVISPA/SPAN [32], CryptoVerif [33] and
Proverif [34], etc. In this paper, we decide to use the
AVISPA/SPAN tool: in fact, some comparison studies
about different cryptographic verification tools highlight
the effectiveness of AVISPA/SPAN among other tools [35].
We present in this subsection the formal verification of the
authentication stage between the payer, the back office of
the toll service provider as a server and the RSU. To do,
we use the HLPSL specification according to [32] and [36].
We present the parameters of the simulation and the results

FIGURE 10. Architecture of the AVISPA tool [37].

during the process of crossing toll gate. Obviously, evaluating
occurance of attacks during the exchanges of transaction is
relevant to be validated. Before specifying this scenario with
the HLPSL language, we will briefly present the tool.

1) AVISPA DESCRIPTION
AVISPA [32]
(Automated Validation of Internet Security Protocols and
Applications) is a push-button tool that takes as input HLPSL
specifications. It permits the analysis of large-scale Inter-
net security-sensitive protocols and applications. And SPAN,
the Security Protocol ANimator for AVISPA, helps in inter-
actively buidingMessage Sequence Charts (MSC) of the pro-
tocol execution. We can see on the Figure 10 the architecture
of this modular tool.

A protocol in HLPSL is automatically translated into the
rewrite based formalism IF (Intermediate Format). The IF
language will be analysed by the back-ends of AVISPA. Each
back-end implements one specific analysis technique. In fact,
the AVISPA toolkit offers several backends for analyzing a
HLPSL specification: OFMC (On-the-Fly Model-Checker),
ATSE (Constraint-Logic-based Attack Searcher), SATMC
(SAT-basedModel-Checker) and TA4SP (Tree Automata tool
based on Automatic Approximations for the Analysis of
Security Protocols). Our method is verified with the OFMC
back-end. It builds the infinite tree defined by the protocol
analysis problem in a demand-driven way. It can be employed
not only for efficient falsification of protocols (i.e. fast detec-
tion of attacks), but also for verification (i.e. proving the
protocol correct) for a bounded number of sessions [38]. So it
is suitable to test the robusteness of our proposed procedure.

2) HLPSL SPECIFICATION
Firstly, we will identify the participating entities (called
roles), their initial knowledge and the exchanged messages
between them. For our case, we have to define three roles:
RSU, OBU, the payer and the back office of the service
provider as a server. Also, in the implementation, we suppose
that the communication between the RSU and OBU is secure,
hence, a convention of a symmetric key is already shared to
cypher all exchanges. We can see in the Table 3, the parame-
ters used in the specification.
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TABLE 3. Parameters in the HLPSL specification.

FIGURE 11. Role of the RSU tolling application.

The used notations are enumerated below:

• {message}_K denotes the message is ciphered/signed
by the key K

• inv(PK) means the private key associated to the public
key PK

• the primed variable that is within the reception channel
means that we bind the variable to whatever is received

We can see on the Figures 11, 12, 13, 14, 15 and 16
respectively the definitions of the RSU role, the OBU role,
the server roal, the session role and the environment of the
verification and the objectives of the specified protocol.

After defining the participants’ role, we present the session
and the environment of the execution of the crossing the toll

FIGURE 12. Role of the OBU tolling application.

FIGURE 13. Role of the server.

area scenario. The result of the simulation of the OFMC
attacks on our protocol is shown in the Figure 18. We have
successfully validated the robustness to the attacks of the
proposed method to secure the toll transactions between the
C-ITS equipment and the trusted party of the service provider.
Let us remind that this protocol has been implemented and
tested in real situation.

B. ADVANTAGES OF OUR PROPOSED PROCEDURE
In our approach, we clearly mention why the shared certifi-
cate with key pair is created. Here, the Back Office of the
Toll Service Provider is the trusted party that can deliver
the certificates of all involved entities and can authenticate
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FIGURE 14. Definition of the process session.

FIGURE 15. Definition of the process environment.

FIGURE 16. Definition of the protocol goal.

all subscribers, all OBUs with installed toll application and
all RSUs able to perform the service. This way, attacks like
Man-in-the-Middle will not be effective because all entities
have to be registered, authenticated with their signature and
certificates and can be detected if some suspectuous actions
are perfomed.

Furthermore, the RSU are connected to the road operator
network and have access to required servers to validate the
transactions. On the other hand, the OBU are not necessarily
connected to the internet during the use of the service. For this
reason, our proposedmethod requires reasonable resources to
the vehicle.

FIGURE 17. The monitor of the protocol simulation tool.

FIGURE 18. Result of simulation.

In this paper, we proposed an architecture for the majority
of tolling configuration in Europe, here the toll areas with
barriers, but it can be deployed also for the free-flow tolling.
The RSU can be deployed anywhere else along the high-
ways, so that other equipment is not disturbed. This solution
can reduce traffic jams on the toll areas comparing to the
time transactions using the other means of payment: cash,
credit/debit card, DSRC, etc.

Another motivation for this work is also the improvement
of the road safety by the safety of road operating agents.
Indeed, to repair damages of the mandated RSU for toll
transaction, the road operating agent will not take dangerous
risks to replace or to fix the issues because the equipement is
installed on the road side.

Finally, note that the proposed method is adaptable to the
standardized ETC architecture with the advantage that it is
suitable with the use of the ITS-G5 technology. This proposed
security procedure will not prevent a breach, but it can sig-
nificantly limit the impact of any intrusion that possibly take
place in this kind of over-the-air transaction within the ITS-
G5 technology towards V2I communications.
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VI. CONCLUSIONS AND FUTURE WORK
The information security during over-the-air transactions is
self-evident. In this context, we offer an innovative toll col-
lection service for connected vehicles through the roadside
unit (RSU) of the infrastructure to the connected vehicles
using the ITS-G5 technology. In this paper, we proposed a
solution for the security of Vehicle-To-Infrastructure Com-
munications requirement to perform the tolling transaction
service.

To do so, we just use one RSU to perform the transaction
exchanges with all the vehicles in the toll area. The process is
applicable to the ETC role model already standardized in [3].
The approach recommands the authentication of all the enti-
ties involved in the whole process (subscriber, OBU, RSU,
and trusted part of the toll service provider as server). The
chosen cryptographic algorithms satisfy the requirements of
authentication, integrity, non-repudiation and confidentiality
of exchanges that we have identified to perform the tolling
transaction. Now, our future work is to challenge the proposed
method by performing the Threat, Vulnerability And Risk
Assessment (TVRA) [39].
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